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Recording or live-streaming by patients or the public: information for patients



G DOC’s policy on recording applies to:
· All G DOC premises and services
· Patients, patients’ relatives, and members of the public. 
· Audio and video recording, broadcasting, and live-streaming.  For brevity, this document refers to ‘recording’, but this should be taken to include all forms of recording, publishing, broadcasting and live-streaming of audio and video, including transcriptions, unless otherwise stated. 
· All devices including wearable devices such as smart glasses. 

	Introduction 


	We recognise that recordings can benefit patients and their carers, and support patient autonomy and engagement.  Potential benefits include:

· enabling patients to remember important advice, particularly where there are language barriers
· providing a copy of the consultations when patients may have been distressed 
· giving patients more time to process information
· helping patients and their family members where patients may be experiencing memory loss or have some cognitive impairment
· including patients' family members in their care and decision making
· helping patients to remember if the information is particularly complex[footnoteRef:1]. [1:  British Medical Association] 


In most cases, we are happy to support the use of recording, provided that our staff are aware that they are being recorded, and provided the recording is for the patient’s personal use.  There are a few circumstances when we are not able to support recording; these are outlined in the policy below.  

For the safety and privacy of our staff, we do not permit recordings of staff to be shared on social media. 

For the safety and privacy of all patients and our staff, we do not permit covert recording that includes data about third parties. 




	Recording in public areas  

	We do not permit any form of recording in public areas of our premises, such as waiting rooms or in areas such as toilets, corridors, dispensaries or in areas where staff are dealing with calls from patients.  This prohibition includes use of wearables such as smart glasses.

This is to protect the privacy of all patients: patients often disclose private and sensitive information while in these areas, when talking to staff or to relatives.

If we become aware that covert recording may have taken place in these areas, we will, in most cases, issue a warning to make it clear that this must not happen again. If we believe it has recurred, we will usually consider that the relationship with the patient has irretrievably broken down, and ask that they leave the practice, to protect other patients.

If we have reason to believe that a first incident of covert recording has taken place for the purposes of harassing or intimidating staff/patients, or for any intent that is unlawful, we will usually consider that the relationship with the patient has irretrievably broken down, and ask that they leave the practice without a warning.   If indicated, the police will be notified.




	Consensual recording 

	This section refers specifically to forms of recording data.  See the next section for live-streaming and broadcasting. 
In most cases, we are happy to support patients who wish to record consultations or private discussions with practice staff, provided that you have advised the member of staff that they are being recorded, and provided that the recording is for your personal use. 

There are some circumstances in which we may decline a request to record a consultation or other discussion, on the grounds of the safety or wellbeing of a patient, family member or staff member.   Examples include (but are not limited to):
1. If we believe that someone in the consultation lacks capacity to consent to being recorded.
2. If the consultation includes information about third parties who are not present, so cannot consent. For example, if a GP needs to ask details about family medical history, the patient may be asked not to record part or all of the consultation.
3. If the consultation includes examination of the genital area or the breast area in girls/women, we do not usually permit video recording of the examination.  We however recognise that there are some patients who may want to record examinations of this type, for example for assurance if they have previously experience sexual assault. We will try to accommodate such requests while also maintaining the patient’s privacy and dignity. 
4. If we believe that the recording is likely to be shared on social media, in violation of an employee’s privacy. 
5. If we believe that the recording may be used to harass or intimidate a member of staff. 
If you believe that you have been unfairly prevented from recording, please notify the Practice Manager of the practice concerned. 




	Consensual live-streaming and broadcasting


	Live-streaming or broadcasting carries higher risks of breach of privacy of third parties than recording, as there is no opportunity to redact third party data. There is also a potential safeguarding risk, as the clinician may mention safeguarding issues.  
Depending on the recipients of the live-stream or broadcast, it is also likely to fall outside the personal use exceptions of the Data Protection Act and to violate the employees’ Article 8 privacy rights under the Human Rights Act 1998.
Nevertheless, we recognise that there may be some occasions when it is helpful for the patient to live-stream a consultation, for example to a family member.  If you wish to live-stream or broadcast a consultation, please notify us in advance and we will, where possible, try to work with you to support this, while also protecting the privacy of third parties and the legal rights of our employees. 




	Covert recording

	This section refers specifically to forms of recording data.  See the next section for live-streaming and broadcasting. 
There is no legal bar to patients recording information that relates purely to themselves.  However, in practice, consultations frequently include personal and sensitive data about third parties. We do not permit covert recording of such data about third parties (including clinicians), for a number of reasons:
1. Breach of privacy: it is common to collect personal data about third parties in medical consultations, for example asking about the medical history of relatives, or about contact details of a carer.  When a consultation is recorded consensually, the doctor or nurse can ask you to pause the recording, to avoid this third party data being recorded.  With a covert recording this is protective measure is not possible. 
2. Clinicians have a reasonable expectation of privacy in a consultation.  Covert recording is an invasion of privacy and may violate the clinician’s common law privacy rights. 
3. GPs in Gloucestershire have been the victims of serious and sustained stalking, culminating in near-fatal attacks. Covert surveillance is a common element of stalking.  We have a duty of care to our staff to protect them from this risk. 

For all these reasons, we strongly encourage patients to make us aware that they wish to record, so that we can work with you to support this, while also protecting the privacy of third parties and the legal rights of our employees.

If we become aware that covert recording that includes third party personal or sensitive data may have taken place, we will, in most cases, issue a warning to make it clear that this must not happen again. If we believe it has recurred, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice.

If we have reason to believe that a first incident of covert recording has taken place for the purposes of harassing or intimidating staff, or for any intent that is unlawful, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice without a warning.   If indicated, the police will be notified.




	Covert live-streaming or broadcasting 


	Covert live-streaming or broadcasting carries a high risk of the inadvertent breach of privacy of a third party, whether a clinician or member of the public.  For example, clinicians may comment on the family medical history that the patient has previously disclosed.  There is also a potential safeguarding risk, as the clinician may mention safeguarding issues.  Unlike with a recording, there is no opportunity for the person making the live-stream or broadcast to redact safeguarding or third party material. 

Depending on the recipients of the live-stream or broadcast, it is also likely to fall outside the personal use exceptions of the Data Protection Act and to violate the employees’ Article 8 privacy rights under the Human Rights Act 1998.
For these reasons, we do not permit covert live-streaming or broadcasting.  If we become aware that it may have occurred, we will, in most cases, issue a warning to make it clear that this must not happen again. If we believe it has recurred, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice.  In some instances, we may believe that the relationship with the patient has irretrievably broken down after the first incident. 

If we have reason to believe that a first incident of covert live-streaming or broadcasting has taken place for the purposes of harassing or intimidating staff, or for any intent that is unlawful, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice without a warning.   If indicated, the police will be notified.





	Posting recordings on social media 


	No recording, whether taken covertly or with consent, must be posted on social media or otherwise published or broadcast, without the consent of all staff or third parties included in the recording.  

Posting consultations or private discussions without consent falls outside the personal use exceptions of the Data Protection Act and is also likely to violate the employees’ Article 8 privacy rights under the Human Rights Act 1998. 
If we become aware that recordings that include staff or other individuals at the practice (e.g. other patients) have been posted on social media or otherwise published or broadcast, without the consent of all staff or third parties included in the recording, we will:
· Ask that the recording be taken down and in most cases, issue a warning to make it clear that this must not happen again. 
· If the recording is not taken down, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice. 
· If the recording is taken down but another incident occurs, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice.
· If we have reason to believe that a first incident of posting/broadcasting/publishing a recording has taken place for the purposes of harassing or intimidating staff, or for any intent that is unlawful, we will usually consider that the relationship with the patient has irretrievably broken down and ask that they leave the practice without a warning. 
· Depending on the nature of the posting, offences may have been committed under the Protection from Harassment Act 1997, the Malicious Communications Act 1988 or the Communications Act 2003.  If indicated, the police will be notified.
· If indicated, legal action may be initiated on the grounds of misuse of private information and a breach of article 5 of the GDPR.
· Where publication is potentially defamatory, an action for libel may be brought.
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